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WEST GERMAN HACKERS PENETRATE U.S. COMPUTERS

The U.S. government recently announced that it has ten-
tatively concluded that a spy ring of West German com-
puter hackers did not gain access fo the types of secreis
that would jeopardize America’s national security.

Dan Howard, the Defense Department’s chief spokesman,
said he was not at liberty to discuss the specific com-
puter networks the German hackers penetrated, what they
learned in the process and what they passed on to the
Warsaw Pact.

“Based on the information that we have thus far, and
this is not complete..our best judgment is that the com-

puter hackers did not penetrate secure programs,” Howard
said. 0

The West German government broke up the computer
espionage ring March 3, arresting three individucls and
later disclosing that eight others were still under investiga-
tion.

The West German ring was cracked due to the efforts
of a lone US. computer expert, an astronomer named Clif-
ford Stoll Stoll has said he observed the ring trying to
break into about 450 computer banks, and that the hack-
ers did gain access to the Pentagon’s general data bank,
named Optimus, as well as computers at several defense
contractors and U.S, military bases.

West Germany’s ARD television network has reported tha
hackers also “tappped™ NASA and “Star Wars" research
computers. Citing unidentified sources, the network reported
that three hackers handed aver information frorn the United

States, Japan, Britain, France, Italy, Switzerland and West
Germany during a 1985 meeting with rwo KGB agents
in East Berlin.

The TV network also reported that authorities believed
the West German hackers were recruited by the Saviet
inteilligence agency in 1985 and “were paid with cash
and drugs.”™

COCO BBS BOARDS

The following is a short listing of CoCo bbs board or of
interest to CoCo users. Of course the official PJ-CCC
BBS run by Jim Mangan in Bethlehem at 215-866-1805;
Jim Bonner’s BBS for the CoCa and IBM compatibles at
215-776-1543; Owl-Ware helpline by our good friends Tom
Roginski and Bruce Navarre Jr. at 215-837-1942 and a
New Jersey BBS which has a large CoCo section, The
Club House at 1-201-272-2073. 1 hope to have a couple
of mnew listings each issue for you members to try.
BBS'sing is fun -“Try it - you'll like it




MEETING OF JANUARY 27, 1989

The PJCCC was called to order by President Roni De-
Garmo. She welcomed guests and members. All were
reminded to sign the atiendance sheet. The minutes were
approved as writien in the newsletter. The Treasurer’s
Report was given by Clyde Gano. It was approved.
Editor Reinhold Radke reported on a chess game infor-
mation and an adventure game. The 1989 calendar with
meeting dates and tentative topics was included in the
newsletter, Eric Rhyder reported that we now have two
cassette cables,

OLD BUSINESS:

Labels (about $2.65/1,000) were mentioned by Clyde Ganao.
The first order is sold. The club has a new controller
from OWL-WARE. A cassette recorder was donated by
Bruce Navarre. Rick Hengeveld has sent a letter to the
Whitehall Mall requesting permission to hold a computer
information show. He is still trying to contact the Trex-
lertown Mall about this type of show. Rick will be for-
mulating a questionaire of each member’s favorite programs.
He hopes to build a database with the information and
then members will be able to call each other during the
month if they have any questions about a particular
program or piece of equipment. Members were reminded
thal the annual dues are payable to Clyde by February
1. A velunteer is needed for hot refreshments but after
a discussion it was decided te discontinue hot drinks
temporarily. Rich Kravitz will store the equipment until
turther notice,

NEW BUSINESS:

Clyde asked about the Rainbow Club listing. It was
reported that we sent a reply to the Rainbow survey iIn
November. The secretary was directed to write a letter
to Rainbow requesting our inclusion in the club list
Members were reminded to save any disks which do
not work. We will collect them and return them for
credit when we have a substantial amount.

The meeting was adjourned and an informative session
on modems and using 2 BBS was conducted by Rick.

Submitted by Mary A. Brown, secretary

MINUTES OF FEBRUARY 24, 19898

President Roni DeGarmo opened the meeting with a wel-
come to those presenl. A new member, Adam Malik,
was introduced. The minutes were accepted as read. The
Treasurer’'s report wasw given by Clyde Gano. The
balance as of tonight is $468.38. The report was ap-
proved. The Librarian reported four new additions to the

library. Flight Simulator 1 and 2 and One on One were
donated by Rick Hengeveld. Jim Mangan donated Raobol
Odyssey.

OLD BUSINESS:

Rick reported that we have tentative approval for a two-
table demonsiration al the Trexlertown Mall on Saturday,
IMarch 25. A sign-up sheet was given to the rember-
ship for workers and equipment. The response was good.
The show will probably run from 9 am. to 10 prm.
We would like to publicize the features of the CoCo
and possibly get more people inferested in joining the
club. Al members are asked io participate some way.
The CoCo 3 is still in repair. The cost will probably
be $50. A motion was made and seconded io have it
repaired and a check was given to Roni to pay for the
repair.

Members are asked to de any type of reporting for the
newsletter. Send your articles to Reinhold. The articles do
not have to be long.

Blank disks were sold at the meeting. More are avail-
abie buif need sleeves, There are about 75 blank disks
ieft,

Roni is in the process of sorting a making an inventory
of a shopping bag full of casseties given 1o the club
by Jim Mangan.

Rick reported that the guestionaigg is complete bul the
database still needs to be written.

The lefter to Rainbow r1equesting our inclusion in the
club listing will be sent next week

NEW BUSINESS:

Remember to return any bad disks to Roni fer possible
replacement when we have an appropriate amount to
send back.

Clyde is selling address labels for the club at $2.95/1,000.
Arthur is selling the return address labels for the club
at $3.45/1,000. There are still some available. See Clyde
or Art. Clyde passed out catalog cards for the new MEI
catalog to anyone interested.

The mesting was adjourned. Clycie Gano gave a detailed
and very informative talk and demonstration on EliteCalc.

Submitted by Mary A. Brown, secretary




COCO TIPS

By A NONMIE HOUSE

Cards and signs made by either CoCo Graphics Designer
or CoCo Graphics Designer Plus are much more attrac:
tive with the use of colored paper.

Because hath greeting cards and signe take up the en-
tire 8 12 x 11 sheet, the easiest way is to use con-
tinuous forms. There is another way.

Try using 8 1/2 x 14 cingle sheets in color and after
printing, use a paper cutter to trim to size. It's cheaper
and quicker.

ARXEAR R R AR AR AR

If you still enoy using CoCo Graphics Designer (the first
greeting card wversion), you might be looking for a way
to eliminate the border on the inside page of the card.

Use the EDIT BORDER UTILITY of the program, load
BORDS/BIN, and change the #2 SOLID border to BLANK
Then, whenever you are directed to choose a border and
do not want one, simply choose %2,

ERR KRR RAEERRAKER
Don’t get caught without spare formatted disks available
unto which you can save the program or letter you
worked on so hard.

Always keep formatted spares on hand.

A good idea is to affix blank labels on them and, when
they are formatted, put a small check mark on them so
that you will know that they are ready to go,

AR XA AL ARk

One of my best computer tools is a small file box of
3u5 cards indexed to hold bits of information and spe-
cial instructions about the handling of my favorite programs
and utilities.

My file also contains a section titled “Basic Aids® where
I can quickly find such help as printer baud rate pokes,
and Basic commands that I am apt to forget such as
“SHIFT @" to stop scrolling, etc.

HEREREARRERERRAAK

Time spent “housekeeping” is time wel spent. If you
have one or several disk drives, use & head cleaning dis-
kette on them at least once a weel Frequent dusting s
gently vacuuming are helpful

Most of us are aware of the impoilauce of Reeping ous
equipment in order but sometimes we need a reminder.
So, do it now! ,

PRISON SENTENCE FOR 18-YR-OLD "HACKER"

A eighteen-year-old Chicago argy computer “hacker” was
sentenced to nine months in prison plus two and half
years of probation and fined $10,000 for stealing ap-
proximately $1.2 million dollars worth of computer software
from AT&T and US. Government computers and for il-
legally pubushing computer passwords in interstate com-
MEICE,

Judge Paul E. Plunkett, United States District Court for
Northern District of Illingis charged that between July
and September of 1987 the defendent (unnamed because
of Juvenile Delinquence Act prohibits the naming of the
defendent) unlawfully entered computers owned and
operated by AT&T and the United States Government
and illegally copied proprietary AT&T software valued in
excess of $1.2 million dollars and causing $174,000 worth
of damage to AT&T computers.

During the course of the one-week trial in January of
1989, the government’s evidence also established that in
May and June of 1987, the defendent published passwards
to AT&T computers on computer Bulletin Boards in

Chicago and Texas, in violation of federal laws prohibit-
ing the interstate trafficking in computer passwaords. The
trial evidence disclosed that federal agents executing a
search warrant against the defendan!’s premises seized his
computer and recovered 52 of AT&T's copyrighted
softwaie programs which had been stolen from Bell
Laboratory Computers in Naperville, Illinois; Warren, New
Jersey and NATO computers in Burlington, North Carolina.

The trial, the first sver brought under Computer Fraud
and Abuse Ac! of 1986, resulted in the defendant’s con-
viction on January 23, 1989







